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Porty uzywane przez Windows Server System

Mata rzecz, a cieszy - tabela ze spisem portdw uzywanych przez ustugi produktdw rodziny Windows Server System. Sprawa niby oczywista dla wiekszosci
administratoréw, jednak pytania z tego zakresu przewijaja sie nieustannie - z determinacjg wracajac przy okazji kolejnych atakéw robakéw typu Blaster.
Proponujemy zatem umiesci¢ sobie pod rekg nasza Scigge. Nieoceniona pomoc przy konfiguracji firewali.

Mala rzecz, a cieszy - tabela ze spisem portdw uzywanych przez ustugi produktéw rodziny Windows Server System. Sprawa niby oczywista dla wiekszosci administratordw,
jednak pytania z tego zakresu przewijajg sie nieustannie - z determinacja wracajac przy okazji kolejnych atakéw robakéw typu Blaster. Proponujemy zatem umiesci¢ sobie
pod reka nasza $ciage. Nieoceniona pomoc przy konfiguracji firewalli. Postaramy sie takze w miare mozliwosci rozwijac ta liste o inne, czesto pojawiajace sie zapytania (np.

popularne porty ICQ, porty do przekazywania przez firewall polaczen glosowych, serweréw gier itp...).

Port Protokét Usluga sieciowa Usluga systemowa Nazwa uslugi systemowej

7TCP Echo Simple TCP/IP SimpTcp
Services
7UDP Echo Simple SimpTcp
TCP/IP Services
9TCP Discard Simple SimpTcp
TCP/IP Services
9UDP Discard Simple SimpTcp
TCP/IP Services
13TCP Daytime Simple SimpTcp
TCP/IP Services
13UDP Daytime Simple SimpTcp
TCP/IP Services
17TCP Quotd Simple SimpTcp
TCP/IP Services
17UDP Quotd Simple SimpTcp
TCP/IP Services
19TCP Chargen Simple SimpTcp
TCP/IP Services
19UDP Chargen Simple SimpTcp
TCP/IP Services
20TCP FTP FTP MSFtpsvc
default data Publishing Service
21TCP FTP FTP MSFtpsvc
control Publishing Service
21TCP FTP Application ALG
control Layer Gateway Service
23TCP Telnet Telnet TIntSvr
25TCP SMTP Simple SMTPSVC
Mail Transport Protocol
25UDP SMTP Simple SMTPSVC
Mail Transport Protocol
25TCP SMTP Exchange
Server
25UDP SMTP Exchange
Server
42TCP WINS Windows WINS
Replication Internet Name Service
42UDP WINS Windows WINS
Replication Internet Name Service
53TCP DNS DNS DNS
Server
53UDP DNS DNS DNS
Server
53TCP DNS Internet SharedAccess
Connection Firewall/Internet Connection Sharing
53UDP DNS Internet SharedAccess
Connection Firewall/Internet Connection Sharing
67UDP DHCP DHCP DHCPServer
Server Server
67UDP DHCP Internet SharedAccess
Server Connection Firewall/Internet Connection Sharing
69UDP TFTP Trivial tftpd
FTP Daemon Service
80TCP HTTP Windows W MServer
Media Services
80TCP HTTP World W3svC
Wide Web Publishing Service
80TCP HTTP SharePoint
Portal Server
88TCP Kerberos Kerberos Kdc
Key Distribution Center
88UDP Kerberos Kerberos Kdc
Key Distribution Center
102TCP X.400 Microsoft
Exchange MTA Stacks
110TCP POP3 Microsoft POP3SVC
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POP3
NNTP
NTP
SNTP
RPC
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NetBIOS
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NetBIOS
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IMAP

SNMP

SNMP
Traps Outbound
MOM
2004
LDAP
Server
LDAP
Server
LDAP
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LDAP
Server
HTTPS

Exchange
Server
Network
News Transfer Protocol
Windows
Time
Windows
Time

Message
Queuing
Remote
Procedure Call
Exchange
Server
Computer
Browser
Computer
Browser
Server

Server

Windows

Internet Name Service
Windows

Internet Name Service
Net

Logon

Net

Logon

Systems

Management Server 2.0
Systems

Management Server 2.0
Computer

Browser

Messenger

Server

Net

Logon
Distributed

File System
Systems
Management Server 2.0
License
Logging Service
Computer
Browser

Fax

Service
Performance
Logs and Alerts
Print

Spooler

Server

Net

Logon

Remote

Procedure Call Locator
Distributed

File System

Systems

Management Server 2.0
License

Logging Service
Exchange

Server

SNMP

Service

SNMP

Trap Service

Microsoft

Operations Manager 2004
Local

Security Authority
Local

Security Authority
Distributed

File System
Distributed

File System

HTTP

NntpSvc
W32Time
W32Time
msmq

RpcSs

Browser
Browser
lanmanserver
lanmanserver
WINS

WINS
Netlogon

Netlogon

Browser
Messenger
lanmanserver
Netlogon

Dfs

LicenseService
Browser

Fax
SysmonLog
Spooler
lanmanserver
Netlogon
RpcLocator

Dfs

LicenseService

SNMP
SNMPTRAP
MOM
LSASS
LSASS

Dfs

Dfs

HTTPFilter
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SMB
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IPSec

ISAKMP

MACS

LPD

File

Server for Macintosh

RTSP

NNTP
over SSL
RPC

over HTTP
RPC

over HTTP
LDAP

SSL

LDAP

SSL

IMAP

over SSL
POP3

over SSL
MOM-Encrypted

SQL
over TCP
SQL
over TCP
SQL
Probe
SQL
Probe
Legacy
RADIUS
Legacy
RADIUS
L2TP

PPTP

MMS

MMS

MSMQ

MSMQ
RADIUS
Authentication

RADIUS
Accounting

SSL
World

Wide Web Publishing Service

SharePoint

Portal Server

Fax

Service

Fax

Service

License

Logging Service
License

Logging Service
Print

Spooler

Print

Spooler

Server

Server

Remote

Procedure Call Locator
Remote

Procedure Call Locator
Distributed

File System
Distributed

File System

Net

Logon

Net

Logon

Routing

and Remote Access
Audit

Server

TCP/IP

Print Server

File

Server for Macintosh
Windows

Media Services
Network

News Transfer Protocol
Remote

Procedure Call
Exchange

Server

Local

Security Authority
Local

Security Authority
Exchange

Server

Exchange

Server

Microsoft
Operations Manager 2000
Microsoft

SQL Server
MSSQL$UDDI

Microsoft
SQL Server
MSSQL$UDDI

Internet
Authentication Service
Internet
Authentication Service
Routing

and Remote Access
Routing

and Remote Access
Windows

Media Services
Windows

Media Services
Message

Queuing

Message

Queuing

Internet
Authentication Service
Internet
Authentication Service

W3svC

Fax

Fax
LicenseService
LicenseService
Spooler
Spooler
lanmanserver
lanmanserver
RpcLocator
RpcLocator
Dfs

Dfs

Dfs

Dfs
RemoteAccess
AdtServer
LPDSVC
MacFile

W MServer
NntpSvc

RpcSs

LSASS

LSASS

one
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SQLSERVR
SQLSERVR
SQLSERVR
SQLSERVR
IAS

IAS
RemoteAccess
RemoteAccess
W MServer

W MServer
msmq

msmq

IAS
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2702TCP

2702UDP
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3343UDP
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3527UDP

4011UDP

4500UDP

5000TCP

5004UDP
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42424TCP

51515TCP

Materiaty dodatkowe

SSDP
MSMQ-DCs
MSMQ-RPC
MSMQ-RPC
MSMQ-Mgmt

OLAP
Services 7.0
OLAP
Services 7.0
MS

Theater
MADCAP

SMS

Remote Control (control)
SMS

Remote Control (control)
SMS

Remote Control (data)
SMS

Remote Control (data)
SMS

Remote Chat

SMS

Remote Chat

SMS

Remote File Transfer
SMS

Remote File Transfer
SQL

Analysis Services

UPNP

SSDP

event notification
Global

Catalog Server
Global

Catalog Server
Cluster
Services
Terminal
Services
Terminal
Services
MSMQ-Ping

BINL

NAT-T

SSDP

legacy event notification
RTP

RTCP

ASP.Net

Session State
MOM-Clear
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SSDP
Discovery Service
Message
Queuing
Message
Queuing
Message
Queuing
Message
Queuing
SQL

Server: Downlevel OLAP Client Support

sQL
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Windows

Media Services

DHCP

Server

SMS

Remote Control Agent
SMS

Remote Control Agent
SMS

Remote Control Agent
SMS

Remote Control Agent
SMS

Remote Control Agent
SMS

Remote Control Agent
SMS

Remote Control Agent
SMS

Remote Control Agent
SQL

Analysis Server
Universal

Plug and Play Device Host
SSDP

Discovery Service
Local

Security Authority
Local

Security Authority
Cluster

Service

NetMeeting

Remote Desktop Sharing
Terminal

Services

Message

Queuing

Remote

Installation

Routing

and Remote Access
SSDP

Discovery Service
Windows

Media Services
Windows

Media Services
ASP.NET

State Service
Microsoft

Operations Manager 2000

SSDPRSRV
msmq
msmq
msmq

msmq

WMServer

DHCPServer

UPNPHost
SSDPRSRV
LSASS
LSASS
ClusSvc
mnmsrvc
TermService
msmq
BINLSVC
RemoteAccess
SSDPRSRV

W MServer

W MServer
aspnet_state

one
point
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